
 
 

POLICY FOR PRIVACY AND PERSONAL DATA PROCESSING 
  
This Privacy Policy defines the procedure for the collection, processing, operation, protection, storage             
and distribution of information on individuals, who use the functions of the Website (hereinafter              
referred to as the User). 
In order to follow the norms of current legislation and international law in full, the Website                
Administration hereby treats such compliance with the principles of lawfulness, fairness and            
confidentiality when handling personal information of the Users including personal data and security             
during its processing as its most important objectives. The Website Administration hereby treats as its               
priority target and objective to take the maximum possible measures and actions aimed at protection of                
the User’s personal data including from unauthorized access and its disclosure. 
The use of the Website functions shall mean the unconditional consent given by the User in terms of this                   
Policy for Privacy and Personal Data Processing and other terms and conditions specified therein. If the                
User does not give their consent to provisions of this Policy, the User shall have no right to use the                    
Website. 
If the User does not give their consent to provisions of this Policy, the User shall refrain from using the                    
Website functions. In case of any amendment to this Privacy Policy, with which the User does not agree,                  
the User then shall stop using the Website. 
 

1. Principles and contents of personal data processing 
 

1.1. The personal data processing shall be carried out on the basis of the following principles: 
- the personal data processing shall be carried out on a legal and fair basis; 
- the personal data processing shall be limited to achieving specific, predetermined and legitimate goals; 
- the personal data processing incompatible with purposes of personal data collection shall not be               

allowed; 
- the combination of databases containing personal data, the processing of which is carried out for                

purposes incompatible with each other, shall not be allowed; 
- only those personal data that meet the purposes of their processing shall be subject to processing; 
- the content and volume of the processed personal data correspond to the declared purposes of                

processing, the processed personal data are not excessive in relation to the declared purposes of               
processing; 

- the personal data processing shall ensure the accuracy of personal data, its sufficiency, and relevance                
in relation to the stated purposes of their processing, if needed; 

- the storage of personal data shall be carried out in such form that allows one to determine the subject                    
of the personal data for no longer than required by the purpose of processing personal data,                
unless the storage period for such personal data is established by the law or a contract; 

- the processed personal data shall be destroyed or depersonalized upon achievement of the processing               
purposes or in case of loss of the need to achieve these goals, unless otherwise is provided by                  
the law. 

1.2. The actions of the Administration are based on that the User shall provide reliable and sufficient                 
information in his account and keep this information up to date. 
1.3. The Website Administration shall not verify the accuracy of the received (collected) information on               
the User. 
1.4. This Privacy Policy applies only to this Website. The Administration shall not control and shall bear                 
no liability for third-party websites, to which the User may refer via links available during the use of the                   
Website. The third-party websites may request or collect another personal data of the User, and other                
actions may be performed there. 
 

2. Purposes of processing the User’s personal data 
 

2.1. The Website Administration shall execute the collection and further processing of personal data for               
the following purposes: 



- to conclude a Contract for Supporting Services in Investment and Distribution of Cryptocurrency on               
behalf of the User with the Website User; 

- to conclude an Affiliate Agreement on the procedure for using a referral link to access the Website; 
- to fulfill its obligations under the Contract for Supporting Services in Investment and Distribution of                

Cryptocurrency on behalf of the User and the Affiliate Agreement on the procedure for using a                
referral link to access the Website; 

- to identify and verify the User on the Website; 
- to grant an access to the Website and provide the complete and up-to-date information on investment                 

offers; 
- to carry out the User’s investment activities on the Website; 
- to communicate with the User as well as to provide technical support to the User; 
- to send notifications, requests and other information related to the use of the Website to the User’s                  

e-mail, as well as to process requests from the User; 
2.2. The Website Administration shall always process the User’s personal data for certain purposes and               
only such personal information that is relevant to the achievement of such purposes shall be processed. 
2.3. The Website Administration shall take all necessary measures to protect the User’s personal data               
from unauthorized access, modification, disclosure or destruction. 
2.4. Since the servers of the Website Administration are located in different regions around the world,                
the information on a particular User may not be processed in the country of the latter’s residence. The                  
related levels of information protection and legislation may vary from country to country. Regardless of               
where the personal data is going to be processed, the Website Administration shall use the same                
security measures described in this Privacy Policy. 
 

3. Data that we collect 
 

3.1. The Website Administration collects the following information on the Users: 
3.1.1. personal data provided by the User during registration (account creation) meaning name,             

surname, country, city of residence, ID data, bank account data (bank card data), phone number,               
e-mail; 

3.1.2. content, messages and other information that the User provides when using the functions of the                
Website, including when registering their account;  

3.1.3. electronic data (HTTP headers, IP address, cookies, cryptocurrency address, web beacons/pixel            
tags, browser ID data, hardware and software information); 

3.1.4. date and time of access to the Website functions; 
3.1.5. information on the User’s activity on the Website; 
3.1.6. other information on the User required for processing in accordance with the terms and               

conditions governing the use of the Website. 
3.2. The Website Administration shall not process special categories of personal data relating to race,               
ethnic nationality, political views, religious or philosophical beliefs, health, intimate life. 
 

4. Terms and methods of personal data processing 
 

4.1. The personal data processing by the Website Administration includes collection, recording,            
systematization, accumulation, storage, clarification (update, change), extraction, operation, transfer         
(distribution, provision, access), depersonalization, blocking, deletion and destruction of personal data. 
4.2. The collection of data on the User is carried out on the Website at their registration and                  
authorization, as well as in the future, when the User themselves enters additional information on               
themselves on their own initiative. 
4.3. The User’s data shall be stored exclusively on electronic media and processed using automated               
systems, except in cases where manual data processing is necessary due to legal requirements. 
4.4. The User’s data shall not be transferred to third parties, unless the applicable law or this Privacy                  
Policy expressly establish otherwise. Upon the User’s specification and (or) with the consent of the User,                
it shall be possible to transfer the User’s data to third parties with the obligatory condition of                 
acceptance by such third parties of obligations to ensure the confidentiality of the information received. 
4.5. The User’s data shall be destroyed within: 
- 30 days when the User deletes their data from their account on their own; 



- 30 days when the User deleted their account on their own.  
4.6. The Website Administration shall not make decisions leading to legal consequences for the subjects               
of personal data or otherwise affect their rights and legitimate interests on the basis of exclusively                
automated processing of their personal data.  



5. Means of proper organization of personal data processing and security 
 

5.1. When processing the User’s personal data, the Website Administration shall take all necessary legal,               
organizational and technical measures to protect it from illegal or accidental access, destruction,             
modification, blocking, copying, provision, distribution, as well as from other illegal actions against it. 
5.2. When servicing, the Administration receives information that allows to detect and automatically             
eliminate a variety of security problems. 
5.3. The following means shall ensure the security of personal data in particular: 
5.3.1. to appoint a liable individual for organization of personal data processing and security; 
5.3.2. to implement internal control and / or audit of compliance of personal data processing with the                 

current legislation and normative legal acts adopted in accordance with such, requirements for             
personal data protection, local acts; 

5.3.3. to make the Website Administration personnel directly engaged in the processing of personal              
data familiar with the requirements for the personal data protection, local acts regarding the              
personal data processing and / or to train these employees; 

5.3.4. to identify the threats to the security of personal data during its processing via personal data                 
information systems; 

5.3.5. to implement organizational and technical measures aimed at ensuring the personal data security              
during its processing via information systems of personal data that are necessary to meet the               
requirements for the personal data protection; 

5.3.6. to assess the effectiveness of measures taken in order to ensure the security of personal data                 
prior to the implementation of the personal data information system; 

5.3.7. to account machine carriers of personal data; 
5.3.8. to identify unauthorized accesses to personal data and to take appropriate measures; 
5.3.9. to recover personal data that had been modified or destroyed due to an unauthorized access to it; 
5.3.10. to establish the rules for access to personal data processed via the personal data information                

system, as well as to ensure the registration and accounting of all actions performed with               
personal data via the personal data information system; 

5.3.11. to control the measures taken in order to ensure the security of personal data along with the                  
level of protection of information systems of personal data. 

5.4. In order to authorize the access to the Website, the User shall use their login (e-mail address),                  
password and mobile phone. The User’s verification shall be carried out using their passport data. The                
User shall bear liability for safety of such information. The User shall have no right to transfer their login                   
and password to third parties, and shall be obliged to take measures aimed at ensuring their                
confidentiality. 
5.5. The Website Administration uses standard SSL encryption to protect the data transmission.             
However, this does not guarantee that such information cannot be obtained, disclosed or destroyed by               
hacking into server software or other similar security tools. 
5.6. If the Website Administration becomes aware of a security breach, the Administration undertakes              
to notify the User be electronic means, so that the User can take the necessary security measures. 
  
 
  



Supplement No. 1 
  

Consent to processing the personal data 
  
I,  ___________________________________________________________________________________ 
_____________________________________________________________________________________
, hereby give my consent to GAMEPLEX GROUP LIMITED, to the processing of my personal data, which                 
include: 
 

● full name 
● country of residence 
● locality of residence 
● contact phone number 
● passport data 
● e-mail 
● bank account and credit card details 

 
The purpose of processing personal data: the conclusion and fulfillment of obligations under the              
Contract for Supporting Services in Investment and Distribution of Cryptocurrency on behalf of the User               
and the Affiliate Agreement on the procedure for using a referral link to access the Website. 
This consent is granted in terms of execution of any actions with my personal data that are necessary or                   
desirable to achieve the objectives above, including (but not limited to) collection, systematization,             
accumulation, storage, clarification (update, change), operation, distribution, depersonalization,        
blocking, cross-border transfer of personal data, and any other actions with my personal data provided               
by the applicable law.  
  
I hereby agree to receive information and promotional messages about the products and services              
developed by GAMEPLEX GROUP LIMITED through my e-mail address.  
GAMEPLEX GROUP LIMITED hereby guarantees that processing of my personal data will be carried out in                
accordance with applicable law.  
I am aware and hereby give my consent to GAMEPLEX GROUP LIMITED to processing of my personal                 
data in both manual and automated ways.  
This Consent shall remain valid till the purposes of processing of my personal data established by the                 
current legislation are achieved, or during 1 year from the date of its execution. Upon expiry of the                  
specified period, the Consent shall be deemed extended for each next year unless there is information                
on its withdrawal. 
The Consent may be withdrawn by sending:  
- a written request to the postal address or by sending a scan-image of a letter made in simple written                    

form, both signed by the subject of personal data, and containing an explicit withdrawal of               
consent to processing of the personal data to e-mail address:          
_____________________________________.  

I hereby confirm that I am acting of my own free will and in my own interests when giving the Consent.  
  
__________________ (full name) 
  

 
 
__________________, 201_ 


